Fix/Secure your computer
Written by (Crashthatch) 28/1/05. 
If you use the internet, you almost certainly have spyware on your computer. You’re also at risk of getting viruses. This article describes how to secure your computer freely.

Spyware: Spyware comes in many forms. The easiest way to remove 95% of it is to use a combination of 2 spyware removal programs.

Spybot Search & Destroy (S&D):

Download Spybot Search & Destroy from http://www.safer-networking.org/en/download/index.html (correct at time of writing). Install this, open it and choose “search for updates”. If there are any updates available, tick the boxes next to them and choose “download updates”. After you have done this, restart Spybot and choose “scan for problems”. This will scan the computer for any spyware. It will take between 5 minutes and an hour to run (depending on the speed of your computer and the size of your hard drive). Any bits of spyware will be displayed in red. Tick all of the boxes next to the names of spyware in red, and choose “fix selected problems”. The spyware will be removed.
Spybot Search & Destroy can also “immunise” your computer to prevent some spyware from being downloaded in the first place. Choose “immunize” on the left, then press the button with the green + and “immunize” next to it.

Adaware:

Lavasoft (the makers of Adaware) keep a list of where the latest version of Adaware can be downloaded from on their site http://www.lavasoftusa.com/support/download/ (at time of writing). Download.com and Majorgeeks.com currently have the latest version. Download and install this, then open Adaware SE Personal, and choose “check for updates now” in the bottom left. Press “yes” to download the update. To scan, click “start” (bottom left) and select “full system scan”. It will scan the system, and usually takes longer than Spybot S&D. When it is finished, click “next”, then if the boxes on the left are empty (not ticked), right click on one of them and choose “select all objects”. All of the boxes should then become ticked. Click next and “ok” to quarantine the spyware. Quarantining the spyware means that if the program was wrongly identified as spyware, it can be restored from the quarantine file.
Viruses: The best way to not get a virus is to not open ANY downloaded files (via email, the web or file sharing programs). If you must open a file, make sure that it is from a trusted source. .exe .scr and .vbs are the common virus types, but they do have many other extensions. If you are unsure about whether an email is a virus, reply to it asking for confirmation. A real human will be able to say “yep, it’s ok- I sent you that on purpose”, whereas if it has been sent by a virus the other person is unlikely to know what is going on.

AVG: AVG (made by Grisoft) is the virus scanner I use. While other virus scanners (McAfee) are perhaps easier to use and possibly better at spotting viruses, this one has the advantage of being free. Get the free version from http://free.grisoft.com/freeweb.php/doc/2 . Install this and update by clicking on “Check for updates”. Then do a complete system scan by clicking “scan computer”. AVG can take even longer to scan than Adaware, but when it is done, you can move any viruses found by clicking on “move to virus vault”. AVG can also be set to update and scan daily automatically by clicking on the AVG icon in the system tray, and choosing scheduler, scheduled tasks, then setting a time the computer will be on for updates and scanning.

Firewall: A firewall stops hackers getting in, and also stops software from sending information out (like spyware does). Windows XP has a built in firewall, but I have never used it, so I don’t know how good it is. I only know of one good, free firewall, and it is a pain to keep updated. Nevertheless, any firewall is better than no firewall, so here you go:

Zonealarm: Zonealarm can be downloaded from http://www.zonelabs.com/store/content/company/products/znalm/freeDownload.jsp?lid=zaskulist_download – “Download Free Zonealarm”. It is relatively simple to install, but you will be asked many times to upgrade to Zonealarm Pro or try a 30-day sample. Keep choosing No- go with the free version of Zonealarm (it will protect you just as well). After it is installed, you will receive a notice every time a program is trying to access the internet. If you recognise the program and you want to allow it to access the internet, tick the “remember this” box and choose yes. Otherwise, tick the box and choose “no”. Program permissions can be changed at any time from the “Program Control” tab of Zonealarm.

Windows Update: Newer versions of Windows usually prompt you to update frequently, but sometimes they will not. Windows updates prevent security holes that worms, hackers etc. can exploit to gain access to or break your computer. Check for Windows updates about once per month.

Windows 98: Choose Start >> Windows Update >> Accept any security warnings >> Scan for updates >> Review and install updates >> Install Now. It may take several minutes to download & install the updates, and you may need to restart your computer after it is finished.
Windows XP: Choose Start >> Control Panel >> Windows Update (from the left sidebar) >> Accept any security warnings >> Express Install (or custom if you know what you’re doing) >> Go to install updates >> Install. It may take several minutes to download & install the updates, and you may need to restart your computer after it is finished.

Firefox: Firefox is an alternative internet browser (such as Internet Explorer or Netscape Navigator). At the time of writing, Firefox is generally considered to be more secure, faster and better than Internet Explorer. It’s all a matter of opinion. I prefer Firefox as it has a popup-up blocker that actually works, it seems faster, and has tabs rather than windows for easy browsing. It is also thought to be more secure than Internet Explorer- although this may be because it is used by less people, so hackers concentrate on the Internet Explorer users.

Firefox can be downloaded and installed from http://www.mozilla.org/products/firefox/.
Hopefully, this guide has helped you secure your computer against spyware, viruses and hackers. This guide will go out of date extraordinarily quickly. If something is out of date or you have something to add, please email me. 
This guide is released under the GPL licence- you’re free to distribute & edit any part of it so long as you do not charge for it. I also request that you leave my name on this article.
T. Fletcher (Crashthatch).
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